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Automated program analysis is a research topic that tries to design tools
and analyses to detect bugs in programs. Existing techniques typically target
memory access vulnerabilities (e.g. buffer overflows) and numerical vulnerabili-
ties (e.g. zero division) that can corrupt program data or crash the exec ution.
Yet, even when one can prove that a program contain no such bug, an attacker
can still target the hardware on which the program is running to modify the
actual execution. An attacker can then bypass security protections that were
present in the original code.

However, automated detection procedures for fault injection vulnerabilities
are expensive as each fault increases the size of the code to analyze. The bi-
nary code analysis platform BINSEC [1] developped at CEA possesses a state
of the art analysis for fault attacks detection [2]. Still, this technique suffers
from several significant limitations (most notably, permanent faults cannot be
handled) that prevents if from detecting some state of art attack scenarios (e.g.
rowhammer [3]). We are also interested in improvements and/or optimisations
of the analysis to increase its efficiency and scalability.

The goal of this project is to produce an implementation of an extension or
optimization of the fault analysis technique of BINSEC.

Logistics. The internship will be homed at Nano-INNOV in Saclay, co-supervised
by Yanis Sellami and Sébastien Bardin.

Candidate. To candidate or obtain additional information, please contact the
supervisors by email.
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