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1 Context

Deep neural networks have achieved remarkable success across various domains, yet their vulnerability to ad-
versarial examples poses significant security concerns for real-world deployments [1l]. Adversarial examples are
carefully crafted inputs, often imperceptible to human observers, that exploit the high-dimensional decision bound-
aries learned by DNNs, revealing fundamental limitations in their robustness and generalization capabilities.
Recent advances in explainable Al (XAI) have been used in security and introduced sophisticated methods for
interpreting model decisions through attribution maps, saliency visualizations, and feature importance rankings
[2]]. Paradoxically, these transparency mechanisms, originally developed to enhance trust and accountability in Al
systems, proved to be powerful tools for crafting effective adversarial attacks [3][4][S]. This dual-use nature of
explainability methods presents both challenges and opportunities for the security of machine learning systems.
This research proposal aims to systematically investigate the intricate relationship between model explainability
and adversarial robustness. We propose to develop a unified framework for understanding how explainability
methods can be strategically leveraged for both offensive (attack generation) and defensive (robustness enhance-
ment) purposes.

The primary objective is to characterize and exploit the bidirectional relationship between explainability and ad-
versarial robustness to advance both attack and defense capabilities. Specific research goals include:

* Conducting a systematic analysis of existing explainability methods and their application to adversarial
example generation

* Developing a comprehensive evaluation framework for comparing adversarial generation approaches

* Proposing defense mechanisms.

2 Activities

2.1 State-of-the-Art Analysis
The research will begin with literature review covering two main areas:

« Explainability methods: Comprehensive analysis of current explainability methods including white box
methods (Integrated Gradients [9], DeepLift [[LO]), and black box methods (LIME [6], SHAP [7], LEMNA
(8.

* Adversarial attack methodologies Systematic study of classical adversarial generation methods (FGSM
[L1], BIM [12], DeepFool [14]], C&W [13]]) to recent explainability-driven approaches.

2.2 Comparative Analysis of Adversarial Generation Methods

Building upon existing adversarial robustness benchmarks, we will develop and implement a comprehensive eval-
uation framework to systematically compare explainability-driven attacks with traditional approaches. The frame-
work will encompass:

¢ Attack effectiveness: Measuring evasion rates under different attack scenarios.

* Adversarial examples quality: Analyzing perturbation characteristics using Euclidean distance ||« — z’||2,
Mahalanobis distance /(z — 2/)TY¥~1(x — ') and semantic preservation measures

* Novel metrics: Eventually developing new evaluation criteria.




2.3 Defense Mechanism Development

The final phase focuses on designing, implementing, and rigorously evaluating defense strategies to counter
explainability-guided attacks:

» Explainability-aware adversarial training: : Incorporating explainability-driven adversarial examples
into the training process.

« Explanation manipulation through fine-tuning: Investigating controlled modification of model explana-
tions to reduce attack surface while preserving model accuracy.

* Uncertainty-based detection mechanisms: Development of probabilistic frameworks for adversarial de-
tection, this can include approaches like Bayesian deep learning approaches, Ensemble-based methods,
Statistical hypothesis testing and conformal prediction.

3 Expected Outcomes

This research is expected to provide:

1. A comprehensive taxonomy of explainability-guided adversarial attacks
2. A standardized evaluation framework for assessing adversarial example quality
3. New defense mechanisms that explicitly consider the role of explainability in adversarial robustness
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