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Automated program analysis is a research topic that tries to design tools and
analyses to detect bugs in programs. Existing techniques typically target mem-
ory access vulnerabilities (e.g. buffer overflows) and numerical vulnerabilities
(e.g. zero division) that can corrupt program data or crash the execution. Yet,
even when one can prove that a program contain no such bug, an attacker can
still exploit some physical properties of program execution (such as execution
time, cache values, ...) to understand its behavior and extract secret data. Such
attacks are called side-channel attacks.

The binary code analysis platform BINSEC [I] developped at CEA List pos-
sesses a relational analysis [2] that can detect some side-channel vulnerabilities,
typically when the code is not constant-time. Unfortunately, the constant-time
programming paradigm is often insufficient to model correctly a increasing set
of possible side-channel attacks. On one hand, it may raise alerts that will not
lead to any pair or distinguishable observation. On the other hand, it fails to
capture finer leakages that may be present on the hardware.

To tackle this problem, we will consider the concept of hardware-software
leakage constracts |3, 4]. Such contracts provide, for the software, an insight on
the actual behavior of the hardware. This insight can be exploited to perform a
more detailed analysis of the vulnerability of a given software when running on
the corresponding hardware. The goal of this project is to extend the capabilities
of BINSEC to verify binary code against such contracts.

Logistics. The internship will be homed at Nano-INNOV in Saclay, co-supervised
by Yanis Sellami and Sébastien Bardin.

Candidate. To candidate or obtain additional information, please contact the
supervisors by email.
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