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Automated program analysis is a research topic that tries to design tools
and analyses to detect bugs in programs. Existing techniques typically target
memory access vulnerabilities (e.g. buffer overflows) and numerical vulnerabili-
ties (e.g. zero division) that can corrupt program data or crash the exec ution.
Yet, even when one can prove that a program contain no such bug, an attacker
can still target the hardware on which the program is running to modify the
actual execution. An attacker can then bypass security protections that were
present in the original code.

However, automated detection procedures for fault injection vulnerabilities
are expensive as each fault increases the size of the code to analyze. The binary
code analysis platform BINSEC [1] developped at CEA possesses a state of the
art analysis for fault attacks detection [2]. Still, while this technique permits
detecting potential fault attacks on binary code, it currently does not have
the ability verify the solutions it returns. Similarly, when we want to compare
the results of different tools that find fault injection attacks, they may return
different solutions that may all be valid, making the comparison difficult.

The goal of this project is to extend the capabilities of the fault injection
analysis of BINSEC to validate a given fault injection attack. This will require
the definition of an interface to describe fault models and an update of the
fault injection analyzer to replay a given solution. The technique will then be
evaluated with an experimental evaluation, and will have the possibility to be
extended to additional fault models.

Logistics. The internship will be homed at Nano-INNOV in Saclay, co-supervised
by Yanis Sellami and Sébastien Bardin.

Candidate. To candidate or obtain additional information, please contact the
supervisors by email.
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