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1 Context
RSA is a well known asymmetric cryptosystem. It has resisted to all attacks
prior to the invention of the concept of quantum computers. It is still used
very much in practice. Building keys involve finding large (probable) primes
(around 1024 bits). In some cases, these keys can be built by black-boxes, and
it is difficult to prove that they have no trapdoors in them.

2 Work to be done
Review attacks on RSA and list the known trapdooring methods. Program them
and invent new ones if possible. If time permits, look into trapdoor methods
for discrete logarithms based systems.

3 Profile
Knowledge of basic asymmetric cryptology, including number theoretic bases.
Good experience of programming (Python, C).
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