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1 Context

Deep neural networks have achieved remarkable success across various domains, yet their vulnerability
to adversarial examples poses significant security concerns for real-world deployments [SPW+22]. Ad-
versarial examples are carefully crafted inputs, often imperceptible to human observers, that exploit
the high-dimensional decision boundaries learned by DNNs, revealing fundamental limitations in their
robustness and generalization capabilities.

Yet, many mathematically valid perturbations yield no real traffic [CQA™*25]. Indeed, legacy ad-
versarial machine learning methods may optimize the similarity of adversarial examples with benign
samples in the feature space, at the expense of the validity or the inherent relationships of the fea-
tures [MCBCY22]. Recent approaches have thus focus on the constraints brought by the problem
space, that is the real environment in which network traffic is generated and collected to produce more
realistic and compliant adversarial examples [CPRV24, VDV T26].

2 Proposed work plan

Review of the literature on problem-space adversarial examples.

Study the effects of problem-space perturbations on the feature space.

Implement a feature-space constrained perturbation method to evade ML-based network intru-
sion detection systems.

Implement a problem-space perturbation method that is transferable to the feature space within
the bounds revealed by the previous studies.
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