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1 Context

Labeled datasets are central to the training and evaluation of machine learning-based Network Intrusion
Detection Systems (NIDS), yet their labeling accuracy is often assumed rather than critically assessed.
Indeed, in practice, ground truth is only partially observable, and direct verification of label correctness
is rarely possible from the released dataset alone. Existing approaches typically emphasize either
product-based noise signals or process-based auditing, but they do not provide a unified and explicit
way to reason about label acceptability for a specified use.

In particular, in the face of ongoing research on network traffic generation for the purpose of as-
sessing network intrusion detection systems [PAMP24, VDV 26], there is a need to better characterize
these generation processes, as many errors, and notably with respect to labels, have been demonstrated
in the past [LGH'22, LEL"22, FEAD24]. These labels have indeed an impact on the performance of
the downstream network traffic classification, which have to be taken into account when designing an
intrusion detection solution.

2 Proposed work plan

Review of the literature on labelling processes and issues.

Study a selection of labelling processed found in the network traffic classification literature (e.g.,
ConCap [VDV*26], Hera [PAMP24], Manatee ! or EvidenceForge 2).

Design a benchmark to assess these different labelling processes incl. testing methodologies and
metrics., and their fitness for the network intrusion detection domain.

Produce a comparative study of a selection of process-based tools.
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