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Obfuscation [3, 4] aims to protect software from reverse engineering. It translates a program P
into a functionally equivalent program P,, harder to analyze. While obfuscation is used to protect
Intellectual Property and other valuable software assets, it is also used to protect malware. Thus, au-
tomated deobfuscation methods [11, 2, 5, 9, 10] have been proposed to cope with the quick advances in
obfuscation. Given an obfuscated program P,, the goal is to simplify it into a simpler yet functionally
equivalent program P* — ideally, P* should be as simple as the original unprotected code P. Interest-
ingly, one obfuscation received considerable interest from both the protection and attack communities:
Mixed-Boolean Arithmetic (MBA) protection [12]. MBA translates bitvector expressions into new,
more complex expressions that combine both bitwise and arithmetic operators. A wide variety of
deobfuscation methods dedicated to MBA deobfuscation have been proposed, from white-box [7, 8]
and black-box [9, 2], to grey-box deobfuscation [5]. White-box methods use the syntax of the code to
simplify it through deduction and simplification rules. The black-box relies on program synthesis [6] to
simplify highly obfuscated code snippets. Finally, grey-box approaches combine white- and black-box
analyses to get the best of both worlds.

Recently, Large language models (LLMs) have shown strong capabilities in program generation and
analysis. Still, only a few works have studied LLMs for deobfuscation [1]. This project aims to fill this
gap, be it for white-, black- and grey-box deobfuscation. It will proceed as follows:

o Get familiar with the state-of-the-art of white-, black- and grey-box deobfuscation;

e Evaluate LLMs on MBA deobfuscation tasks. The student will focus on LLMs whose API are
accessible in free access (e.g., Gemini);

e Compare LLMs against the state-of-the-art of MBA deobfuscation.

1 Expected deliverable

e A summary of the bibliography made by the student;
e A documented evaluation of the tested LLMs;

e A final report (slides) with the first two deliverables and a summary of the research and results.

2 Organization

Regular meetings will be organized with the supervisor (online or in person at CEA Nano-Innov, Saclay).

3 How to apply

To apply, students must send an email to the main supervisor (Grégoire Menguy) with the senior
supervisor (Sébastien Bardin) in copy.
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