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Context. Symbolic execution [2, 1] is a powerful technique for automated pro-
gram analysis, bug detection, and vulnerability assessment. The open-source
BINSEC [5, 11] platform, developed at CEA, leverages symbolic execution for
binary-level analysis, enabling applications such as bug characterization [9], side-
channel leakage detection [3], and fault injection evaluation [6]. However, sym-
bolic execution suffers from two major scalability issues: path explosion and
constraint bloating. These issues are especially acute for binary code analy-
sis, where memory operations like memset or memcpy generate large numbers of
constraints that are computationally expensive for SMT solvers to handle [10].

The problem. Current symbolic memory representations fail to efficiently
model generalized write operations (e.g., memset, memcpy) without resorting
to explicit quantifiers or costly expansions.

For example, modeling memset(ptr, val, cnt) requires constraints such
as ∀i; ptr ≤ i < ptr + cnt =⇒ mem[i] = val, which are computationally
prohibitive for SMT solvers. While existing approaches like the Array Property
Fragment [4, 12] provide partial solutions, they lack seamless integration into
symbolic execution frameworks like BINSEC and may introduce extra overhead.

Goal. This internship aims to improve BINSEC’s symbolic memory represen-
tation—inspired by [7] — by introducing a new representation for block opera-
tions like memset and memcpy in BINSEC’s intermediate language. The goal is
to lower constraint complexity or size without sacrificing analysis precision.

The intern will design and implement this new representation for block oper-
ations, integrate it with optimizations such as read-over-write simplification [8],
and explore SMT solver alternatives like Uninterpreted Functions. Finally, the
candidate will build a representative benchmark to evaluate the performance
gains on real-world memory operations.
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Expected Outcomes. The internship will deliver a prototype implementation
of the generalized write operation in BINSEC’s intermediate representation,
fully integrated into the constraint solver and simplification pipeline. A repre-
sentative benchmark suite will also be developed to quantify performance im-
provements in symbolic execution, comparing the new approach against existing
methods for handling memory operations like memset and memcpy.

Candidate profile. Experience with functional programming languages with a
keen interest in algorithmic problem-solving and the formal aspects of computer
science, including logic, automata theory and compilation/compiler techniques.
Familiarity with binary analysis or reverse engineering is a plus.

Supervision. The internship will be co-supervised by Frédéric Recoules and
Sébastien Bardin. There will be a regular weekly follow-up meeting, either on
site at Nano-Innov (Plateau de Saclay) or by videoconference.
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