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I. Context

Cloud computing is now a major foundation of digital infrastructures. Among its
service models, Function-as-a-Service (FaaS) enables the automatic execution of
software functions in response to events, without requiring the client to manage
the allocation of the necessary hardware and software infrastructure resources.
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Figure 1: Current FaaS system stacks. Figure 2: ngFaaS stack.

The current design of the software stack of FaaS platforms, illustrated in Figure 1,
has emerged from existing container clusters orchestrators based on virtual nodes,
that targeted the model of micro-services. It results in a mismatch between the
properties of the stack, and its usage. We identify this discrepancy as a source of
two main challenges faced by FaaS platforms:

Resource overhead The many layers and roles in a micro-services stack converted
to a FaaS stack, which must now individually manage user function instances,
have lead to huge resource overheads [4], thus reducing the cost-effectiveness
of FaaS data-centers.

Startup latency If no function instance is available, a FaaS platform must first
start one up, on the critical path of serving a request: this is a cold start [3].
They incur significant latency overheads [2, 6], that are amplified by every layer
of the current Faa$S stack, thus reducing the usefulness of the FaaS paradigm.
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Those challenges are in part due to how function sandboxes are managed in the
FaaSs stack. It is based on some combination of hardware-based (HW) virtualization
(e.g., virtual machines with QEMU/KVM) and software-based (SW) virtualization (e.g.,
containers with containerd). Existing works tried to tackle the issues of the HW+SW
FaaS stack, by integrating more closely the SW into the HW virtualization for security
purposes [1], or by focusing on efficient SW virtualization despite the HW [5].

II. Research direction

In the ngFaaS project, we seek to design the next-generation FaaS stack. Previous
works missed the opportunity to holistically rethink the FaaS stack based on FaaS
requirements and principles. Thus, resource usage overhead remains — it is only
moved away from the SW+HW virtualization stack, and can only be alleviated.
Moreover, the startup latency remains a critical issue because cold starts cannot be
avoided entirely: either all functions benefit from the previous techniques, inflating
resource usage to absurd amounts; or only the most popular ones do, but then the
other ones experience cold starts [2].

Quickly put, a central point of ngFaaS’s holistic design is to put back the
Operating System at the center — to put it back in control of the local computing
resources. Consequently, the project revises both the control plane for the manage-
ment of function sandboxes, and the data plane to transmit requests and responses.
It follows that ngFaaS targets both the Serverless distributed platform, and the
sandbox software stack on the cluster workers.

III. Research project goals

A baseline Serverless distributed platform has already been implemented, and in
this project, the student will work on the sandbox stack, local to a worker in the
cluster. The imagined design of the stack is shown in Figure 2.

The student will start from preliminary work on the control and data planes in
the guest OS. As an introduction to the project, their first task will be to finish the
full integration of the data plane: transmitting requests and responses between
the guest OS and the Faa$S platform, and between the guest OS and the function
sandboxes.

Then, they will work on findings answers that match ngFaaS’s design tenants,
to the following open research questions:

e what scheduling and resource management mechanisms are needed by the guest
OS to control its sandboxes?
e what is the “sandbox” abstraction the guest OS must provide in a FaaS context?

Any work will be validated experimentally, to check for performance and resource
usage efficiency.
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IV. Work environment

The student will integrate into the research team B Benagil of Inria, who studies
how to design more efficient and secure distributed systems by focusing on their
core components.

Technology-wise, the student will gain experience in bleeding-edge cloud
infrastructures, from the Serverless distributed platform to the virtualization and
containerization stacks of worker nodes. Tangentially, they will also learn more about
networking and scheduling. They can expect development in systems languages:
mostly C because they will mostly work in the Linux kernel, Go if work is needed on
the experimental platform or existing containerization technologies, otherwise left
to the student’s preference.
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