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Context

Libvolimem addresses a problem faced by the research community in operating
systems: today, Linux is so complex and evolves so fast that conducting research
at the operating system kernel level has become especially difficult. To illustrate,
modifying the way Linux manages memory requires digging into the 194,961
lines of code in the Linux mm directory. This quickly becomes a nightmare
because this code has to maintain numerous complex invariants so that the 25
million lines of Linux code remain correct. As a result, testing a new idea is
becoming unrealistic within a PhD timeframe, and when it is done anyway, the
research prototype quickly becomes outdated an impossible to compare to other
research projects because a new major version of Linux is released every two
months.

With libvolimem, our idea is that if we cannot easily modify Linux, we can
complement it with a second kernel that replaces the exact feature that we
want to implement. For that, we propose relying on virtualization. Thanks to
virtualization, we can start a guest operating system on top of a host operating
system. The guest operating system has direct access to low-level hardware
features, such as a page table or an interrupt descriptor table, and can implement
its own system policies to manage hardware. With libvolimem, we thus activate
virtualization, but instead of running a second fully-fledged operating system
inside the virtual machine, libvolimem runs a lightweight operating system that
simply delegates any system call to the host Linux. That way, libvolimem acts
as an interposition layer, which allows researchers to explore new system ideas
easily by replacing any original Linux mechanism with their own implemented
in the virtual machine. This significantly simplifies conducting experiments, as
libvolimem is 8,000 lines of code instead of the 25 million lines of code of Linux.

Project

Currently, a process running in libvolimem has no access to hardware performance
counters, especially Processor Event-Based Sampling (PEBS) and Performance
Monitoring Counters (PMCs). This makes performance analysis and debugging
difficult. To solve this, this project aims to design and integrate a dedicated
interface into libvolimem to enable access to these counters. This involves
understanding how a hypervisor is implemented at a low level, how these counters
are exposed by the hardware, and how we can design an interface to conveniently
use them.
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